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About us:

ZENDATA is a leading player in the cybersecurity industry, offering services such as complete,
fully- managed cyber protection, vulnerability assessment, pen testing, and red teaming. With
locations in Geneva, Dubai, and Bahrain, ZENDATA provides services to clients globally and
collaborates with law enforcement authorities and threat intelligence companies. As an official
cybersecurity expert of the Swiss federal government, ZENDATA's expertise is recognized by
institutions, businesses, and the media.

Role Description:

This is a 1 year contract as a FullStack developer in our Innovation team located in Bahrain. As
an important member of the R&D team, you will play a key role in redesigning the user interface
while ensuring the quality, security and performance of the product. This role requires strong
analytical skills, in-depth technical expertise and the ability to work with international teams.

Primary Responsibilities:

¢ Frontend development: Developing a new user interface in React)S, ensuring the
application's usability and performance.

¢ Technological choices: Suggesting and evaluating different languages and frameworks for
the front end, depending on the project's needs.

¢ Design and implementation of the database: Designing a database structure adapted
to the dashboard's functionalities and linking it effectively to the frontend.

« Documentation: Produce detailed technical documentation to facilitate maintenance and
future upgrades to the product.

¢ Security: Guaranteeing maximum safety on the application. No loophole will be tolerated;
the implementation of good security practices is imperative.

¢ International collaboration: Working with international teams, communicating in English
and ensuring smooth coordination in a multicultural environment.

Skills and Qualifications:

e Programming Languages: Mastery of React)S and associated web technologies
(JavaScript, HTML5, CSS3).

o Database: Ability to design and deploy a database (Postgre,MySQL) adapted to the
project.

e Tools: Familiarity with versioning tools (Github), database management systems and
RESTful APIs.

e Security: In-depth knowledge of web security practices (OWASP, session management,
protection against XSS/CSRF vulnerabilities, etc.).

¢ English: Excellent written and spoken English required to work with international teams.

¢ Documentation: Experience in writing clear and comprehensive technical
documentation.
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Profil:
e Experience: At least 3years' experience in front-end development, with significant projects
in React)S.

¢ Autonomies: Ability to work independently while collaborating effectively within the team.

e Curiosity & Innovation: A keen interest in new technologies, technology watch and the
desire to propose innovative solutions.

e Attention to details: A keen eye for detail, particularly in terms of security and code
quality.

Benefits:
¢ Dynamic and innovative work environment.
e Opportunities for professional development and continuous training.
e Take part in stimulating projects with a strong technological component.
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