
This checklist guides users through 
the immediate steps to take during 
a ransomware attack.

WHAT CAN YOU DO 
IF YOUR COMPANY IS 
HACKED?



Disconnect/isolate the 
infected device/segment.

Look for other potentially 
infected devices and 
disconnect them.

Protect your backups.

Alert your IT or cyber 
partner.

Check if data was stolen.



Communicate to law 
enforcement and 
regulators.

Close the initial access.

Clean up/restore the 
compromised devices.

Report to any third party 
affected by the incident.



www.zendata.security

The most important step:
 

Call ZENDATA Cybersecurity 

+ 41 22 588 65 90 (24/7 hotline)
emergency@zendata.security

We‘ll take care of it all and 
keep your business safe


