10 ESSENTIAL MEASURES TO
ENSURE YOUR CYBERSECURITY A

N

Whether at work or at home, the use of digital tools continues to grow and
diversify. This intensification of use represents an opportunity for
cybercriminals to develop their attacks. How can you best protect yourself
against these risks?

10 SAFETY RULES YOU CAN IMPLEMENT
EASILY:
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If you're not sure, ask your
colleagues before clicking.

Your passwords are unique
and long.

You don't mix your personal

) You update regularly.
and professional data.

You know that public wifi is
dangerous.

You're careful about what you
post on the social networks.

You never, ever disable
security on your computer.

You are not using an
administrator
session.

You understand your company's

You know that your smartphones
cybersecurity risks.

contain sensitive data.

EMAILS

72 The sender's e-mail address is verified.

72 The attachments received correspond to the expected documents.

72 The links contained in the email do not point to dubious websites.

72 The attachment is coherent and not in a dangerous format such as

those mentioned below, non-exhaustive list:
.DOC .XLS .PPT .DOCM .XLSM .PPTM .LNK .PS1.VB .VBS
.CMD .BAT .COM .SCR .EXE .MSI .ISO .JAR

WEB

A Sites must be marked HTTPS.

A The domain name must be trusted.

72 External USB keys should be avoided.

CYBER
SECURITY

If you have any questions about your cybersecurity, please contact us:
+ 4122588 6590 info@zendata.security @ ZENDATA
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