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About us:

ZENDATA is a leading player in the cybersecurity industry, offering services such as complete, fully
managed cyber protection, vulnerability assessment, pen testing, and red teaming. With locations
in Geneva, Dubai, and Bahrain, ZENDATA provides services to clients globally and collaborates with
law enforcement authorities and threat intelligence companies. As an official cybersecurity expert
of the Swiss federal government, ZENDATA's expertise is recognized by institutions, businesses,
and the media.

Role Description:

The Managed Security Services Manager oversees the planning, development, implementation,
and operations of ZENDATA Cyber Security Services. He/She is responsible for managing a team of
security professionals and ensuring that security operations run smoothly and efficiently. The
Manager works closely with senior management team of ZENDATA.

Primary Responsibilities:

e Overseeing the planning, development, implementation, and maintenance of security
measures to protect an organization's systems and data

e Managing a team of security professionals and ensuring smooth and efficient security
operations.

e Working closely with senior management, providing feedback and visibility of quality of
services and effectiveness of operations.

e Providing guidance on security best practices and compliance requirements

e Staying up to date on the latest security threats and technologies to continually improve
the organization's security postures.

e Support on pre-sales on creation of service offerings.

Skills and Qualifications:

e Minimum of 5-7 years of experience in cybersecurity, with at least 3 years in a SOC or
incident response team leadership role.

e Bachelor's degree in Cybersecurity, Information Technology, Computer Science, or a
related field. Advanced degrees and relevant certifications such as CISSP, CISM, or SANS
GIAC are preferred.

e Strong leadership skills with experience in building and leading high-performance security
teams.

e Strong understanding of security technologies, security standards, regulations

e Excellent communication and interpersonal skills

e Excellent project management skills and the ability to prioritize and manage multiple tasks
effectively.

e Extensive experience in handling security incidents, including detection, analysis,
containment, and recovery.
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e Ability to lead incident response efforts and coordinate with other teams and stakeholders
during a security crisis.

e Excellent communication skills with the ability to articulate complex security concepts to
both technical and non-technical audiences.

e Proficiency in developing and presenting security reports and metrics to executive
leadership.

Benefits:
¢ Dynamic and innovative work environment.
e Opportunities for professional development and continuous training.
e Competitive salary package with comprehensive social benefits.
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