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About us:

ZENDATA is a leading player in the cybersecurity industry, offering services such as complete, fully
managed cyber protection, vulnerability assessment, pen testing, and red teaming. With locations
in Geneva, Dubai, and Bahrain, ZENDATA provides services to clients globally and collaborates with
law enforcement authorities and threat intelligence companies. As an official cybersecurity expert
of the Swiss federal government, ZENDATA's expertise is recognized by institutions, businesses,
and the media.

Role Description:

ZENDATA seeks to recruit a Cyber Security Engineer. The job holder will be responsible for
supporting ZENDATA in providing cyber security consulting engagements to clients as a specialist
responsible for the implementation and maintenance of cybersecurity policies, procedures, and
technologies to ensure the protection of clients' information assets.

Primary Responsibilities:

e Assist clients with the Assist with the development and implementation of cybersecurity
policies and procedures.

e Monitor and analyze security alerts and events to identify potential threats and
vulnerabilities

e Assist with the deployment and maintenance of security technologies such as firewalls,
intrusion detection/prevention systems, and antivirus software

e Conduct vulnerability assessments and penetration testing to identify and mitigate
potential security risks

e Assist with incident response and investigation activities

e Maintain up-to-date knowledge of emerging cybersecurity threats and trends

e Provide general technical support to the IT team as needed

e Provide regular progress reports on all cybersecurity operations

Skills and Qualifications:
e Three to five years’ of work experience
e Bachelor's degree in Information systems or any other related field
e Having a technical certificate is a plus point such as CEH
e Strong understanding of cybersecurity principles and best practices
e Familiarity with security technologies such as firewalls, intrusion detection/prevention
systems, and antivirus software
e Knowledge of vulnerability assessment and penetration testing methodologies.
e Excellent analytical and problem-solving skills.
e Ability to work independently and as part of a team
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We also place a strong emphasis on a candidate's willingness to learn, adapt, and take on new
challenges.

Benefits:
¢ Dynamic and innovative work environment.
e Opportunities for professional development and continuous training.
e Competitive salary package with comprehensive social benefits.
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