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About us:

ZENDATA is a leading player in the cybersecurity industry, offering services such as complete, fully
managed cyber protection, vulnerability assessment, pen testing, and red teaming. With locations
in Geneva, Dubai, and Bahrain, ZENDATA provides services to clients globally and collaborates with
law enforcement authorities and threat intelligence companies. As an official cybersecurity expert
of the Swiss federal government, ZENDATA's expertise is recognized by institutions, businesses,
and the media.

Role Description:

The job holder will be responsible for supporting ZENDATA in providing cyber security consulting
engagements to clients on the adequacy and effectiveness of security controls related to all aspects
of Information Technology, Information & Cyber Security, Business Continuity Management,
Digital, Operational, and IT Risk Management.

Primary Responsibilities:

e Assistclients with the development, implementation, and maintenance of governance, risk,
and compliance policies and procedures in accordance with industry security frameworks.

e Facilitate clients in risk assessments and assist with the development of risk management
plans to mitigate identified risks

e Deliver information security awareness sessions

e Plan and execute advisory engagements, including but not limited to IT audit

e reviews, ISAE 3402 assurance engagements and compliance reviews across a portfolio

e of local and international clients

e Participate in compliance training for employees to promote a culture of compliance and
risk management

e Provide support to leadership in engagement planning and management process by
monitoring and analyzing compliance metrics to identify potential risks and make
recommendations for improvement

e Participate in incident response activities, including investigation and resolution of
compliance incidents.

Skills and Qualifications:
e Bachelor's degree in Information systems or any other related field
e Professional qualification (ACA, ACCA, CIMA, CFA, CIA, CISA) is a plus
e Strong communication, presentation capability, and report-writing skills
e Stronginterest in governance, risk, and compliance management
e Experience as a cyber specialist: Information governance and information security
assessments using industry framework: ISO, NIST, SOC-2, PCI-DSS.
e Excellent analytical and problem-solving skills.
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e Strong written and verbal communication skills.

e Ability to work independently and as part of a team

e Willingness to learn and expand knowledge in the field of GRC

e Proven experience in external auditing and/or internal audit and regulatory work
e Familiar with a risk-based and business process-focused audit approach

We also place a strong emphasis on a candidate's willingness to learn, adapt, and take on new
challenges.

Benefits:
e Dynamic and innovative work environment.
e Opportunities for professional development and continuous training.
e Competitive salary package with comprehensive social benefits.
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